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Bu bilgi notunda, Kisisel Verileri Koruma Kurumunun 22 Eylil 2026 tarihinde
yayimladigi Avukatlarin Mesleki Faaliyetlerinde Kisisel Verilerin Korunmasina
iliskin Uygulama Rehberi, Kurulun 16 ve 23 Eyliil 2026 tarihli kararlariyla ilan
edilen veri igleyen kaynakli ihlal bildirimleri ve karar 6zetleri arasinda yer alan
2024 tarihli (¢ fidye yaziimi karari incelenmektedir. incelenen rehber ve
kararlarda veri sorumlusu ile veri isleyen sifatinin her bir faaliyet icin ayri
belirlenmesi, verinin kaynadinin belgelenmesi, Uretken yapay zeka araglarina
ylklenen belgelerin islenmesi ve aktariimasi ile veri isleyen nezdindeki
ihlallerde sorumlulugun paylasimi ele alinmaktadir.

Rehber avukati kural olarak veri sorumlusu saymakta; incelenen ihlal
ilanlari ve fidye yaziimi kararlariise veriigleyen nezdindeki bir glivenlik
acIginin bildirim yikiimltligind ve yaptirim riskini veri sorumlusundan
uzaklastirmadigini gdstermektedir.

This note examines the Implementation Guide on the Protection of
Personal Data in the Professional Activities of Lawyers, published by the
Personal Data Protection Authority on 22 September 2026, the processor-
originated breach notifications announced by the Board's decisions of 16
and 23 September 2026, and three ransomware decisions of 2024
appearing among the published decision summaries. The guide and
decisions examined concern the determination of controller and
processor status for each activity, the documentation of the source of
data, the processing and transfer of documents uploaded to generative Al
tools, and the allocation of liability for breaches at a data processor.

The Guide treats the lawyer as a data controller as a rule, while the breach
announcements and ransomware decisions examined show that a security
vulnerability at a data processor does not relieve the controller of its notification
obligation or of the risk of sanction.

IMPLEMENTATION GUIDE - KVKK YAYINLARI NO. 115
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GiRIS - INTRODUCTION

Donemin ana gelismesi, Kurumun Tirkiye Barolar Birliginin goris ve katkilaryla
hazirladigi ve KVKK Yayinlan No. 115 olarak yayimlanan 158 sayfalik Uygulama
Rehberidir. Rehber, avukatin kendisinden avukatlik ortakligina, tevkil olunan
meslektastan stajyer ve bilro galisanina kadar mesleki faaliyette yer alan kisilerin
Kanun karsisindaki sifatini  ele almaktadir. Verinin elde edilmesi ve
aclklanmasinin hukuki dayanaklar, yurt disina aktarim, yapay zeka araclarinin
kullanimi, veri sorumlusunun ylkimldlikleri ve veri givenligi ayrn bélimlerde
incelenmektedir. Rehberde Kurulun avukatlar hakkinda bugline kadar verdigi
kararlara atif yapiimakta ve agiklamalar bu kararlarla desteklenmektedir.

Ayni dénemde Kurul, bir veri isleyenin sunucusunda Uglinct taraf bir yazilim
kitiphanesindeki agigin istismar edilmesiyle baslayan ve perakende, hazir giyim,
kozmetik ve elektronik sektdrlerinde gok sayida veri sorumlusunu etkileyen ihlal
bildirimlerini ilan etmistir. Kurumun yayimladigi karar ézetleri arasinda ise fidye
yazilimi saldinsi sonrasinda veri sorumlusunun celiskili beyanlarini ve alinmamis
teknik tedbirleri idari para cezasina baglayan 2024 tarihli G¢ karar yer almaktadir.

DEVINLAW.COM.TR / INSIGHTS

KVKK KARARLARI EYLUL 2026 / DATA PROTECTION BOARD DECISIONS SEPTEMBER 2026

The principal development of the period is the 158-page Implementation Guide,
prepared by the Authority with the opinions and contributions of the Union of
Turkish Bar Associations and published as PDPA Publication No. 115. The Guide
addresses the status under the PDPL of those involved in legal practice, from the
individual lawyer to the law partnership and from the substituted colleague to
trainee lawyers and office staff. Separate chapters examine the legal bases for
obtaining and disclosing data, transfers abroad, the use of artificial intelligence
tools, the obligations of the data controller and data security. The Guide refers to
the decisions the Board has rendered to date concerning lawyers and supports its
explanations with those decisions.

In the same period, the Board announced breach notifications that began with the
exploitation of a vulnerability in a third-party software library on a data processor's
server and affected numerous data controllers in the retail, apparel, cosmetics and
electronics sectors. The decision summaries published by the Authority also
include three decisions of 2024 in which, following a ransomware attack, the
controller's contradictory statements and the technical measures it had failed to
take formed the basis of an administrative fine.
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Avukatlarin ve Avukathk Ortakhiklarinin KVKK Kapsamindaki

Sifati

The Status of Lawyers and Law Partnerships under the PDPL

Rehberin en uzun bélimi, avukatin veri sorumlusu mu yoksa veri isleyen mi
oldugu sorusuna aynimistir. Kurum bu soruya tek bir cevap vermek yerine, veri
sorumlusu kavraminin islevsel oldugunu ve sifatin "her bir kisisel veri isleme
faaliyeti agisindan ayn ayn" irdelenmesi gerektigini hatirlatmaktadir. Rehberde,
avukatlik sozlesmesinin asli ediminin "belirli bir hukuki yardimda bulunmak"
oldugu belirtiimektedir; kisisel veri islenmesiise bu edimin ifasi igin gerekli bir yan
yukUmlUliktlr. Dolayisiyla avukatlik soézlesmesi bir "kisisel veri isleme
sozlesmesi'ne donlismemekte ve avukat, sirf mivekkilin talimatiyla bagl oldugu
icin veriisleyen sayllmamaktadir.

The longest chapter of the Guide is devoted to whether a lawyer is a data controller
or a data processor. Rather than giving a single answer, the Authority recalls that
the concept of data controller is functional and that status must be examined
“separately for each personal data processing activity”. The Guide states that the
principal obligation under a legal services agreement is “to provide specific legal
assistance”; the processing of personal data is an ancillary obligation necessary for
performing it. A legal services agreement therefore does not become a “personal
data processing agreement’, and a lawyer is not a data processor merely because
the lawyer is bound by the client's instructions.

REHBERDEKI AGIKLAMA

THE GUIDE'S
EXPLANATION

Meslegdini bagimsiz olarak icra eden avukat, muvekkilinin ve
Gglncl kisilerin  verileri  bakimindan kural olarak veri
sorumlusudur; hangi verinin hangi amagla islenecegine son
tahlilde avukat karar vermektedir. Ayni blroda birlikte galisan
avukatlar, ortak biiroya ragmen kendi mivekkilleri bakimindan
ayri ayr gergek kisi veri sorumlusudur. Avukatlik ortakliginda
sifat, tlizel kisiligi haiz ortaklida aittir; ortaklik biinyesindeki
avukatlar ayrica veri sorumlusu sayllmamaktadir. Tevkil eden
ile tevkil olunan avukat arasindaki iliski kural olarak veri
sorumlusu-veri isleyen iliskisidir. Bagl ¢alisan avukat, stajyer
avukat ve biro personeli ise veri sorumlusunun organizasyonu
icinde kaldigindan ne veri sorumlusu ne de veri isleyen sifatini

A lawyer practising independently is, as a rule, the data
controller for the data of clients and third parties; it is
ultimately the lawyer who decides which data will be processed
and for what purpose. Lawyers working together in the same
office are, notwithstanding the shared office, separate natural-
person data controllers for their own clients. In a law
partnership, the status belongs to the partnership, which has
legal personality; the lawyers within the partnership are not
separately regarded as data controllers. The relationship
between the substituting lawyer and the substituted lawyer is,
as a rule, one of data controller and data processor. Employed
lawyers, trainee lawyers and office staff remain within the data

tasimaktadir.

Bagimsiz Avukat ve Avukatlik Ortakhig

Kurulun 22 Mart 2023 tarihli ve 2023/437 sayill kararinda, s6zlesmede kullanilan
nitelendirmenin tek basina belirleyici olmadigi gorilmektedir. Ortaklik ile sirket
arasindaki s6zlesmede ortakligin "veri isleyen" olarak nitelendiriimesine ragmen
Kurul, ortakligin "sirket tarafindan kendisine aktarilan kisisel veriler Uzerinde
gergeklestirilecek isleme faaliyetlerini yonettiginin gorildigl, bu itibarla,
avukatlk faaliyetleri gergevesinde avukatlik ortakhiginin kisisel veri isleme
faaliyetleri bakimindan serbestce karar verme vyetkisine sahip oldugu"
gerekcesiyle ortaklidi veri sorumlusu saymistir. Buna karsilik, asadidaki iki
kararda avukat veya avukatlik ortaklidi veri isleyen olarak nitelendirilmistir. 9
Subat 2021 tarihli ve 2021/115 sayili kararda, bankanin talimatlan gergevesinde
icra islemlerini yirlten avukat veri isleyen kabul edilmistir. 19 Ocak 2023 tarihli ve
2023/78 saylll kararda ise borc tahsili icin tek bir kisa mesaj gdénderen ve
numaralar dogrulama imkani bulunmayan avukatlik ortaklidi hakkinda ayni
sonuca varilmistir. Rehber bu kararlar, avukata "mivekkili adina kisisel verileri
islemesiigin acik, ayrintili ve 6zel talimatlar verildigi" ve avukatin amag ile araglar

Gzerinde  kontrolinin istisnalar  olarak

konumlandirmaktadir.

bulunmadigi  hallere  6zqgu

Tevkil, Bagh Calisan ve Stajyer Avukatlar

Tevkil olunan avukat, kendisine vyetki veren meslektasinin talimatlan
cercevesinde ve yalnizca belirtilen amacla veri isleyebilimektedir. Rehberdeki
ornekte, durusma icgin tevkil edilen avukatin dosyadan o6drendigi tasinmaz
bilgilerini kullanarak mivekkile baska isler igin vekalet teklif etmesi, talimat
sininnin aslimasi ve bu faaliyet bakimindan veri sorumlusu sifatinin dogmasi
olarak dedgerlendirilmektedir. Bagl calisan avukat igin de benzer bir aynm
yapllmaktadir. Tevkil ile yetkilendirilmis olsa bile bagl calisan avukatin isveren
avukatin organizasyonu iginde hareket ettigi kabul edilmekte; zorunlu midafilik
kapsaminda kendi dosyalarini almasi halinde ise o dosyalar bakimindan bagimsiz
veri sorumlusu oldugu belirtiimektedir. Bu aynm dikkate alinarak, bagl calisan
avukatlarin  baro gdrevlendirmesiyle aldiklari  dosyalarnn  buronun veri
envanterinden ayr tutulmasi 6nerilmektedir.

DEVINLAW.COM.TR / INSIGHTS
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controller's organisation and hold neither data controller nor
data processor status.

Independent Lawyers and Law Partnerships

The Board's decision No. 2023/437 dated 22 March 2023 shows that the
characterisation used in the contract is not decisive on its own. Although the
agreement between the partnership and the company described the partnership
as a ‘data processor’, the Board treated it as the data controller on the ground that
“it is seen that the partnership manages the processing activities to be carried out
on the personal data transferred to it by the company, and that, accordingly, within
the framework of its legal practice, the law partnership has the authority to decide
freely in respect of its personal data processing activities”. In two other decisions,
however, the Board treated the lawyer or law partnership as a data processor. In
decision No. 2021/115 dated 9 February 2021, a lawyer conducting enforcement
proceedings on a bank's instructions was regarded as a data processor. In decision
No. 2023/78 dated 19 January 2023, the same conclusion was reached for a law
partnership that sent a single text message for debt collection and had no means
of verifying the numbers. The Guide positions these decisions as exceptions
confined to cases in which the lawyer "has been given clear, detailed and specific
instructions to process personal data on behalf of the client” and has no control
over the purposes and means.

Substitution, Employed Lawyers and Trainee Lawyers

A substituted lawyer may process data only on the instructions of the colleague
who granted the authority and solely for the stated purpose. In the Guide's
example, a lawyer substituted for a hearing who uses immovable property
information learned from the case file to offer the client representation in other
matters exceeds the limits of the instruction and becomes a data controller for
that activity. A similar distinction is drawn for the employed lawyer. Even where
authorised by substitution, the employed lawyer is deemed to act within the
organisation of the employing lawyer; where the employed lawyer takes on files
under the mandatory defence counsel scheme, however, the Guide treats them as
an independent data controller for those files. In view of this distinction, it is
recommended that files taken on by employed lawyers through bar association
assignment be kept separate from the office's data inventory.
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DAYANAK / SINIR
BASIS / LIMIT

Bagimsiz avukat
Independent lawyer

Ayni biroda ¢alisan avukatlar
Lawyers sharing an office

Avukatlik ortakligi
Law partnership

Tevkil olunan avukat
Substituted lawyer

Bagli calisan avukat, stajyer, biiro personeli
Employed lawyer, trainee, office staff

Zorunlu midafi olarak bagl avukat
Employed lawyer as mandatory defence counsel

KVKK KAPSAMINDAKI SIFAT: AKTOR BAZINDA OZET /

Veri sorumlusu (kural olarak)
Data controller (as a rule)

Her biri ayri gercek kisi veri sorumlusu
Each a separate natural-person data controller

Tuzel kisi ortaklik veri sorumlusu
The partnership (legal person)is the data controller

Veri isleyen (kural olarak)
Data processor (as a rule)

Ne veri sorumlusu ne veri isleyen
Neither data controller nor data processor

0 dosyalar bakimindan bagimsiz veri sorumlusu
Independent data controller for those files

STATUS UNDER THE PDP SUMMARY BY ACTOR

Amag ve araclara son tahlilde avukat karar vermektedir
The lawyer ultimately decides purposes and means

Kendi mivekkilleri bakimindan
For their own clients

Ortaklik blinyesindeki avukatlar ayrica veri sorumlusu degildir
Lawyers within the partnership are not separate controllers

Talimat siniri asilirsa veri sorumlusu
Becomes data controller if instructions are exceeded

Veri sorumlusunun organizasyonu iginde
Within the data controller's organisation

Baro gorevlendirmesi; biro envanterinden ayri tutulmasi 6nerilmektedir
Bar assignment; separate inventory recommended

Kisisel Verilerin Elde Edilmesi ve Aciklanmasi

02

Rehberin bu bdlimd, avukatlarin muvekkil disindaki kisilere ait verileri hangi

Obtaining and Disclosing Personal Data

kaynaklardan ve hangi sinirlar iginde elde edebilecedini ele almaktadir. Kurum,
Avukatlik Kanununun 2 nci maddesinin Gglincl fikrasinda sayillan kurumlarin
avukata bilgi ve belge sunma yikimlltigindG, Kanun'un 8 inci maddesi anlaminda
"aktarima cevaz veren bir diizenleme" olarak kabul etmektedir. Bu yetkinin sinirli
oldugu ise hem Danistay hem Kurul kararlaryla ortaya konulmaktadir.

The Guide also addresses how lawyers obtain third-party personal data, namely the
sources from which, and the limits within which, data relating to persons other
than the client may be collected. The Authority accepts the obligation of the
institutions listed in the third paragraph of Article 2 of the Attorneyship Law to
provide information and documents to lawyers as “a provision permitting transfer”
within the meaning of Article 8 of the PDPL. Decisions of both the Council of State
and the Board show, however, that this authority is not unlimited.

REHBERDEKI AGIKLAMA

THE GUIDE'S
EXPLANATION

Avukatin "gerek duydugu" bilgi ve belge kavrami, Danistay 1.
Dairesinin 2002/26 E., 2002/52 K. saylli kararinda ifade
edildigi gibi "keyfi, higbir nedene bagh olmaksizin bir seyi
istemek iradesi" anlamina gelmemekte; Kanun'un 4 (inci
maddesindeki amacla baglantili, sinirli ve &lgllt olma ilkesiyle
ortismektedir. Avukatlik Kanunu'nun 2 nci maddesi genel bir
hikimdur ve adli sicil kaydi gibi 6zel kanunla korunan verilere
resen erisim yetkisi vermemektedir. Hukuka aykin yollarla
toplanmis verilerle kimlik ve iletisim bilgisi sorgulamaya
yarayan yazilimlarn kullaniimasi, 2019/308 sayili ilke Karari
geregince avukatlar icin de Kanun'un 12 nci maddesine

The information and documents a lawyer “needs” do not, as
stated in the decision of the First Chamber of the Council of
State No.2002/26 E., 2002/52 K., extend to “the will to demand
something arbitrarily and without any reason whatsoever”; the
concept coincides with the principle in Article 4 of the PDPL
that processing be relevant, limited and proportionate to the
purpose. Article 2 of the Attorneyship Law is a general provision
and does not confer authority to access ex officio data
protected by special legislation, such as criminal records. Using
software that queries identity and contact information from
data collected by unlawful means is, under Principle Decision

aykindir.

UYAP ve TAKPAS Uzerinden Veri Elde Edilmesi

Kurulun 20 Mayis 2021 tarihli ve 2021/511-512-513 sayili kararlarina gére, takip
kesinlestikten sonra alacakll vekilinin borclunun alacakl oldugu dosyalar
UYAP'tan sorgulamas| "kanunlarda agikca 6ngdrilme" sartina dayanmaktadir;
tevzi blrosunun bu bilgileri avukata vermesi ise Avukatlik Kanunu'nun 2 nci
maddesi uyarinca hukuka uygundur. Rehber, istirak nafakasinin kaldinimasi
davasinda davall eski esin tasinmaz bilgilerinin TAKPAS'tan alinmasini da "bir
hakkin korunmast icin veri islemenin zorunlu olmasi" sarti altinda mesru bir 6rnek
olarak vermektedir. Saglik verileri bakimindan Rehberde bir hatirlatma yer
almaktadir: Kisisel Saglik Verileri Hakkinda Yonetmelik'in vekaletnamede 6zel
yetki arayan 10 uncu maddesi, 3 Aralik 2025 tarihli dedisiklikle yurirlikten
kaldinimistir. Rehberdeki malpraktis 6rneginde, hastanenin epikriz ve ameliyat
notlarini 6zel yetki aramaksizin avukata teslim etmesi gerektigi belirtiimektedir.

DEVINLAW.COM.TR / INSIGHTS

KVKK KARARLARI EYLUL 2026 / DATA PROTECTION BOARD DECISIONS SEPTEMBER 2026

No. 2019/308, contrary to Article 12 of the PDPL for lawyers as
well.

Obtaining Data through UYAP and TAKPAS

According to the Board's decisions No. 2021/511-512-513 dated 20 May 2021, a
creditor's counsel who queries on UYAP, once the enforcement proceedings have
become final, the files in which the debtor is in turn a creditor relies on the
condition of processing being ‘expressly provided for by law" the distribution
office's provision of this information to the lawyer is lawful under Article 2 of the
Attorneyship Law. The Guide also cites, as a legitimate example under the
condition that “processing is necessary for the protection of a right”, obtaining from
TAKPAS the immovable property information of the defendant former spouse in an
action to remove child maintenance. On health data, the Guide contains a
reminder: Article 10 of the Regulation on Personal Health Data, which required
special authority in the power of attorney, was repealed by the amendment of 3
December 2025. In the Guide's malpractice example, the hospital is expected to
hand over the discharge summary and surgical notes to the lawyer without
requiring special authority.
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Adii Sicil Kaydi ve Hukuka Aykiri Sorgulama Yazilimlan

2 Kasim 2021 tarihli ve 2021/1111 sayili kararda Kurul, Avukatlik Kanunu'nun 2 nci
maddesinin Adli Sicil Kanunu'nun 7 nci maddesindeki "6zel hikim" karsisinda
"genel hikim" oldugunu ve "avukatlara ilgili kisilerin adli sicil kaydi bilgilerine
resen erisim yetkisi vermedigi'ni belirterek avukat hakkinda idari para cezasi
uygulamistir. Rehberde buna iki 6rnek daha eklenmektedir. 28 Mayis 2020 tarihli
ve 2020/429 sayil kararda, ilgili kisinin akraba ve is arkadaslarnin telefon
numaralarinin "ihtimallere dayali ve kesin olarak kanitlanamayan bir sekilde" elde
edilmesi idari para cezaslyla sonuglanmistir. 11 Mart 2021 tarihli ve 2021/228 sayili
kararda ise ilgisi olmayan bir sirkete icra takibine dair mesajlar génderiimesi ayni
yaptinma baglanmistir. Buna karsilik 7 Temmuz 2022 tarihli ve 2022/655 sayili
kararda, minfesih sirketin yonetim kurulu Gyeliginin Ticaret Sicili Gazetesinde
aleni olmasi ve avukatin verileri "T.C. mevzuatina uygun faaliyet yiriten yasal
platformlar Gzerinden" edinmis olmasi nedeniyle aykirilik gérilmemistir.

Kamuya Acik Kaynaklar ve Alenilestirme

Sosyal aglarda herkese acgik paylasilan fotograflarin bosanma davasinda delil
olarak sunulmasi, Rehbere gore Kanun'un 5 inci maddesinin ikinci fikrasinin (d)
bendi kapsaminda hukuka uygundur. Bununla birlikte iki sinir belirtiimektedir:
alenilestirme, kisinin "alenilestirme iradesinin varligi'ni gerektirmekte ve veri,
alenilestirme amaci disinda kullanlamamaktadir. Ticaret Sicili Gazetesinden ya
da sirketin internet sitesinden alinan yetkili bilgileri igin de ayni esas gecerlidir; bu
veriler yalnizca hukuki strecin ydritilmesi igin, gerektigi kadar ve 6lcill bigimde
kullanilabilmektedir.

Borg Bilgisinin Ugiincii Kisilere Agiklanmasi

Kurul, 31 Mayis 2019 tarihli ve 2019/166 sayili kararinda borglunun ad, soyad ve
hizmet numarasinin yegeni oldugu anlasilan sikayetgiye ait hatta génderilmesini
Kanun'un 12 nci maddesinin birinci fikrasinin (a) bendine aykin bulmustur. 9 Subat
2021 tarihli ve 2021/11 sayili kararda ise yakinina ait oldugu bilinen numaraya kisa
mesaj gdnderilmesi ayni hiikme aykir gorilmistur; iki dosyada da 50.000 TL idari
para cezasl uygulanmistir. Rehberde, Uglincl kisilere yapilan acgiklamalarin
tamaminin hukuka aykin olmadigi da belirtimektedir. icra ve iflas Kanununun 89
uncu maddesi uyarinca haciz ihbarnamesi génderilmesi ya da adi kefil mivekkilin
haklarini korumak igin asil borglunun verilerinin alacakliya agiklanmasi, "bir
hakkin tesisi, kullaniimasi veya korunmas!" sartina dayanabilmektedir.

KiSISEL VERILERIN KORUNMASI / DATA PROTECTION - 28.09.2026

Criminal Records and Unlawful Query Software

In decision No. 2021/1111 dated 2 November 2021, the Board imposed an
administrative fine on a lawyer, stating that Article 2 of the Attorneyship Law is a
“general provision” as against the “special provision” in Article 7 of the Criminal
Records Law and that it ‘does not confer on lawyers the authority to access ex
officio the criminal record information of data subjects”. The Guide adds two
further examples. In decision No. 2020/429 dated 28 May 2020, obtaining the
telephone numbers of the data subject's relatives and colleagues ‘on the basis of
probabilities and in a manner that cannot be conclusively proven” resulted in an
administrative fine. In decision No. 2021/228 dated 11 March 2021, sending
messages about enforcement proceedings to an unrelated company attracted the
same sanction. By contrast, in decision No. 2022/655 dated 7 July 2022, no
infringement was found, because membership of the dissolved company's board of
directors was public in the Trade Registry Gazette and the lawyer had obtained the
data "through lawful platforms operating in accordance with Turkish legislation”.

Publicly Available Sources and Data Made Public

According to the Guide, submitting as evidence in divorce proceedings
photographs shared publicly on social networks is lawful under Article 5(2)d) of the
PDPL. Two limits are noted, however: making data public requires “the existence of
the person's intention to make it public’, and the data may not be used for a
purpose other than that for which it was made public. The same principle applies
to information on authorised signatories taken from the Trade Registry Gazette or
the company's website; such data may be used only for the conduct of the legal
process, to the extent necessary and in a proportionate manner.

Disclosure of Debt Information to Third Parties

In decision No. 2019/166 dated 31 May 2019, the Board found the sending of the
debtor's name, surname and service number to a line belonging to the
complainant, understood to be the debtor's nephew or niece, contrary to Article
12(1Xa) of the PDPL. In decision No. 2021/111 dated 9 February 2021, sending a text
message to a number known to belong to a relative was found contrary to the
same provision; an administrative fine of TRY 50,000 was imposed in each file.
The Guide also notes that not all disclosures to third parties are unlawful. Sending a
garnishment notice under Article 89 of the Enforcement and Bankruptcy Law, or
disclosing the principal debtor's data to the creditor in order to protect the rights of
a client who is an ordinary surety, may rest on the condition of "the establishment,
exercise or protection of a right".

Yurt Disina Aktarim ve Uretken Yapay Zeka Araclar

Transfers Abroad and Generative Al Tools

Rehber, 7499 sayili Kanun'la dedgisen 9 uncu maddedeki (¢ kademeli sistemi
(yeterlilik karan, uygun glvenceler, anzi aktarim halleri) aktarmaktadir. Ardindan
muvekkil dosyalarinin ChatGPT, Claude ya da Gemini gibi Uretken yapay zeka
araglarina yiklenmesi, kisisel veri aktarimi bakimindan degerlendiriimektedir.

REHBERDEKI AGIKLAMA

THE GUIDE'S
EXPLANATION

uncu maddesi anlaminda yurt disina

edebilmektedir. Saglayici yurt iginde olsa bile belgelerin ona
aktarnimasi, Kanun'un 8 inci maddesi kapsaminda bir

aktanmdir.

Uretken Yapay Zeka Kullamminda Veri Giivenligi Tedbirleri

Veri glvenligi béliminde Rehber, yapay zeka araglarn igin somut bir tedbir listesi
sunmaktadir. Bu tedbirler arasinda kisisel verilerin mimkin oldugunca

DEVINLAW.COM.TR / INSIGHTS

Yapay zeka aracina kisisel veri iceren belge yiiklenmesi
"yalnizca teknik destek alinmasi veya hukuki arastirma
yapllmasi olarak dedgerlendiriimemeli"dir. Hizmet saglayicinin
mukim oldugu Ulke, sunucularin bulundugu yer ve alt hizmet
saglayicilarin konumu dikkate alindiginda bu islem, Kanun'un 9

KVKK KARARLARI EYLUL 2026 / DATA PROTECTION BOARD DECISIONS SEPTEMBER 2026

The Guide sets out the three-tier system in Article 9, as amended by Law No. 7499
(adequacy decision, appropriate safeguards, and cases of incidental transfer). It
then considers the data transfer implications of uploading client documents to
generative Al tools such as ChatGPT, Claude or Gemini.

Uploading a document containing personal data to an Al tool
“should not be regarded merely as obtaining technical support
or conducting legal research”. Having regard to the country in
which the service provider is resident, the location of the
servers and the location of sub-service providers, this operation
teskil may constitute a transfer abroad within the meaning of Article
9 of the PDPL. Even where the provider is located within Tlrkiye,
the transfer of documents to it is a transfer within the scope of
Article 8 of the PDPL.

Data Security Measures for Generative Al Use

In its data security chapter, the Guide offers a concrete list of measures for Al
tools. These include masking or anonymising personal data wherever possible, not
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maskelenmesi veya anonimlestiriimesi, 6zel nitelikli kisisel verilerin sisteme
yiklenmemesi ve yalnizca amag icin gereken asgari verinin paylasiimasi yer
almaktadir. Ayrica kullanilan aracin veri saklama, model egitimi, insan incelemesi
ve alt isleyen politikalarinin okunmasi ile biro iginde yazili kullanim kurallarinin
belilenmesi onerilmektedir. Kurum bu béliimde, Subat 2026 tarihli isyerlerinde
Uretken Yapay Zeka Araglaninin Kullanimi ve Kasim 2025 tarihli Uretken Yapay
Zekad ve Kisisel Verilerin Korunmasi Rehberi gibi dnceki yayinlarina da atif
yapmaktadir.

04

Rehberde, sicile kayit istisnasinin kapsami acgiklanmaktadir. Avukatlarin Kurulun
2 Nisan 2018 tarihli ve 2018/32 sayill karariyla Veri Sorumlulan Siciline kayittan
istisna tutulmasi, uygulamada "avukatlarin 6698 saylll Kanun kapsaminda
yikUmlultklerinin bulunmadig* seklinde anlasiimistir. Kurum bu anlayisin dogru
olmadigini ve istisnanin yalnizca Sicile kayit ve bildirim yGkimlaligayle sinirl

kaldigini vurgulamaktadir.
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uploading special categories of personal data to the system, and sharing only the
minimum data required for the purpose. The Guide further recommends reading
the data retention, model training, human review and sub-processor policies of the
tool used, and laying down written rules of use within the office. In this chapter the
Authority also refers to its earlier publications, such as the February 2026
publication on the Use of Generative Al Tools in the Workplace and the November
2025 Guide on Generative Al and the Protection of Personal Data.

Veri Sorumlusu Avukatin Yikiimliiliikleri

Obligations of the Lawyer as Data Controller

The Guide explains the scope of the exemption from registration. The exemption of
lawyers from registration with the Data Controllers' Registry by the Board's decision
No. 2018/32 dated 2 April 2018 has been understood in practice as meaning that
“lawyers have no obligations under Law No. 6698". The Authority emphasises that
this understanding is incorrect and that the exemption is confined to registration
with, and notification to, the Registry.

REHBERDEKI AGIKLAMA

THE GUIDE'S
EXPLANATION

Veri dogrudan ilgili kisiden alinmamissa aydinlatma en geg ilk
iletisim veya ilk aktarim aninda yapilmali ve hukuki yardim
talebinin alinmasindan danismanlik sirecine kadar kademeli
olarak uygulanmalidir. Silme ve imha talepleri, Avukatlk
Kanunu'nun 39 uncu maddesindeki Uc yillik evrak saklama
yUikUimllligi ve olasi  sorumluluk stirecleriyle  birlikte
degerlendirilmelidir; talep reddedilirse saklama
yUkimltliglnin dayanadi ve siresi ilgili kisiye acikga yazil
olarak bildirilmelidir. Kurula gelen sikayetlerin biyik bolimi
"kisisel verilerinin avukatlar tarafindan ne suretle elde edildigini
bilmek isteme" noktasinda toplandigindan, verinin kaynaginin
hem ilgili kisiye hem Kurula belgelenebiimesi &nem

Where data has not been obtained directly from the data
subject, the privacy notice must be provided at the latest at the
moment of first contact or first transfer, and applied in stages
from receipt of the request for legal assistance through to the
advisory process. Requests for erasure and destruction must be
assessed together with the three-year document retention
obligation under Article 39 of the Attorneyship Law and
possible liability proceedings; where a request is refused, the
basis and duration of the retention obligation must be set out
clearly in writing to the data subject. Since most complaints
reaching the Board centre on “wishing to know by what means
their personal data was obtained by lawyers”, being able to

tasimaktadir.

ligili Kisi Basvurulari ve Erisilebilirlik

Rehberdeki oOrnekte, hakkinda icra takibi baslatilan kisi alacakl vekiline
basvurdugunda avukatin verilerin "mivekkil tarafindan mi, icra dosyasindan mi,
kamu kurumlarindan mi yoksa kamuya acgik kaynaklardan mi elde edildigini"
aciklamasi beklenmektedir. Rehberde ayrica iletisim bilgilerinin giincelligine
iliskin bir aciklama yer almaktadir: internet sitesi olan birolann sitedeki iletisim
bilgilerini, olmayan avukatlarn ise baro levhasindaki bilgilerini glincel tutmasi
gerekmektedir. Aksi halde basvuru avukata ulasmadigindan otuz ginlik cevap
siresi kacinlabilmektedir.

Veri ihlali Bildirimi ve ilan Siiresi

Rehber, adliye donlsiinde kaybedilen dava dosyasi 6rnegi lzerinden, avukatin
etkilenen kisi ve veri kategorilerini degerlendirip 2018/10 sayili Kurul kararn
uyarinca yetmis iki saat iginde Kurula bildiimde bulunmasi gerektigini
aclklamaktadir. Kurulun 25 Aralik 2025 tarihli ve 2025/2451 sayili karariyla ihlal
ilanlarinin altmis glinle sinirlandidi ve ilgili kisilere daha erken bildirim yapildiginin
belgelenmesi halinde ilanin kaldirlacagi da hatirlatiimaktadir. Veri glvenligi
yukimluldgunin ihlali icin 2026 yilinda uygulanacak idari para cezasi araligi
Rehberde 266.357 TL ile 17.092.242 TL olarak belirtilmistir.

DEVINLAW.COM.TR / INSIGHTS
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document the source of the data both to the data subject and
to the Board is important.

Data Subject Applications and Accessibility

In the Guide's example, when a person against whom enforcement proceedings
have been initiated applies to the creditor's counsel, the lawyer is expected to
explain whether the data was obtained “from the client, from the enforcement file,
from public institutions or from publicly available sources”. The Guide also
addresses keeping contact details current: offices with a website must keep the
contact details on the site up to date, and lawyers without one must keep the
details on the bar association roll up to date. Otherwise, the thirty-day period for
responding may be missed because the application never reaches the lawyer.

Data Breach Notification and the Announcement Period

Using the example of a case file lost on the way back from the courthouse, the
Guide explains that the lawyer must assess the affected persons and data
categories and notify the Board within seventy-two hours under Board decision
No. 2019/10. It also recalls that, by the Board's decision No. 2025/2451 dated 25
December 2025, breach announcements are limited to sixty days and are removed
where it is documented that the data subjects were notified earlier. The Guide
states the range of administrative fines applicable in 2026 for breach of the data
security obligation as TRY 256,357 to TRY 17,092,242.

BILGI NOTU / LEGAL UPDATE - 5
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Kurul, 16 Eylil 2026 tarihli ve 2026/2039 sayili karar ile 23 Eylll 2026 tarihli ve
2026/2081 sayili kararyla, ortak bir veri isleyenin sistemlerinde yasanan yetkisiz
erisimden etkilenen gok sayida veri sorumlusunun ihlal bildirimlerini Kurum
internet sitesinde ilan etmistir. Bildirimlerin buylk béliminde ayni ifade yer
almaktadir: ihlal, "veri igleyen sistemlerindeki bir sunucuya, kullanilan Gglincl
taraf yazilm kitiphanesindeki glvenlik zafiyetinin istismar edilmesi suretiyle
yetkisiz erisim saglanmasi" sonucunda gergeklesmis ve veri sorumlular bunu 10
EylGl 2026 tarihinde veri isleyenin bildirimiyle dgrenmistir.

Kisisel verilerin bir veri isleyen araciligiyla islenmesi halinde, gerekli givenlik
tedbirlerinin alinmasindan veri sorumlusu ile veri isleyen mistereken sorumludur
(KVKK m. 12/2). ihlalin Kurula ve ilgili kisilere bildirilmesi yiikimliligi ise
Kanun'un 12 nci maddesinin besinci fikrasi uyarinca veri sorumlusuna aittir; bu
nedenle ortak bir veri isleyenden kaynaklanan ihlalde, etkilenen veri sorumlular
kendi ilgili kisileri igin ayn ayn bildiimde bulunmaktadir. Veri glvenligi
yUkUmIUlGgundn ihlali nedeniyle 6ngoriilen idari para cezasi da Kanun'un 18 inci
maddesi uyarinca veri sorumlusu olan gergek kisiler ile 6zel hukuk tiizel kisileri
hakkinda uygulanmaktadir.

KURULUN

KiSISEL VERILERIN KORUNMASI / DATA PROTECTION - 28.09.2026

Veri isleyen Kaynakli ihlaller ve Fidye Yazilimi Kararlari

Breaches at Data Processors and Ransomware Decisions

By its decision No. 2026/2039 dated 16 September 2026 and its decision No.
2026/2081 dated 23 September 2026, the Board announced on the Authority's
website the breach notifications of a large number of data controllers affected by
unauthorised access to the systems of a shared data processor. Most of the
notifications contain the same wording: the breach occurred as a result of
“unauthorised access to a server in the data processor's systems through the
exploitation of a security vulnerability in a third-party software library in use”, and
the data controllers learned of it on 10 September 2026 through the data
processor's notification.

Where personal data is processed on behalf of the controller by a data processor,
the controller and the processor are jointly responsible for taking the necessary
security measures (Article 12(2) of the PDPL). The obligation to notify the breach to
the Board and to the data subjects rests, under Article 12(5), with the data
controller; in a breach originating from a shared processor, the affected controllers
therefore each notify separately for their own data subjects. The administrative
fine for breach of the data security obligation is, under Article 18, imposed on data
controllers that are natural persons or private-law legal persons.

In the ransomware decisions examined, the Board treated the

DEGERLENDIRMESI

THE BOARD'S
ASSESSMENT

Fidye yaziimi saldirlarina iliskin incelenen kararlarda, veri
sorumlusunun etkilenen kisi ve veri kategorileri hakkinda
celiskili beyanlarda bulunmasi, ihlale konu belge 6rneklerini ve
kisisel veri isleme envanterini Kuruma sunmamasi, log
kayitlarina ulasilamamasi  ve ag segmentasyonunun
yapilmamis olmasi, Kanun'un 12 nci maddesi kapsaminda
teknik ve idari tedbirlerin alinmadigini g6steren olgular olarak

controller's contradictory statements about the affected
persons and data categories, its failure to submit to the
Authority sample documents affected by the breach and its
personal data processing inventory, the unavailability of log
records and the absence of network segmentation as facts
showing that the technical and organisational measures

degerlendirilmistir.

Perakende ve E-Ticaret Sektdriinde Toplu ihlal Bildirimleri

En genis kapsaml bildirim Yeni Magazacillk A.S.ye aittir ve Eve Kozmetik
musterilerine iliskin  6.263.305 kisiyi kapsamaktadir. Bildirimde, Eve
Madgazacilik''n Yeni Magazacilik ile birlesmis olmasina ragmen sistemlerin ayr
tutuldugu ve ihlalin yalnizca Eve Kozmetik musterilerinin ad, soyad, e-posta ve
telefon bilgilerini kapsadigi belirtilmistir. Shaya Magazacilk A.S., 2.298.726
calisan ve mdisterinin ad, soyad, e-posta ve adres bilgilerinin etkilendigini
bildirmistir. Samsonite Seyahat Urlinleri ise kimlik ve iletisim bilgilerinin yani sira
"hesap kimlik dogrulama bilgilerinin (saklanan sifre degerleri) sizdigini
aclklamistir. Desa Deri, Bilen Magazalarn, Locco Elektronik ve ¢ok sayida hazir
giyim, kozmetik ve elektronik perakendecisi ayni kaynakli bildirimlerde
bulunmustur. Yazarlann degerlendirmesine gére bu bildirimler, e-ticaret
altyapisini  disandan alan veri sorumlulan  bakimindan veri isleyen
sozlesmelerindeki glvenlik, denetim ve ihlal bildirimi hikimlerinin uygulamada
nasil yerine getirildiginin incelenmesini gerektirmektedir.

Yurt Disinda Yerlesik Veri Sorumlusu ve Meslek Kurulusu
Bildirimleri

Canva Pty Ltd, Gclncl taraf bir aractaki yetkisiz erisim sonucu Tlrkiye'deki 424
organizasyonla iliskili verilerin etkilendigini bildirmistir; etkilenen veriler, musteri
calisanlarina ait is e-posta adresleri ve telefon numaralari ile s6zlesme, fatura ve
veri koruma anlagmalandir. Kurul, bu bildirimin ilanina 16 Eylil 2026 tarihli ve
2026/2037 sayil kararyla karar vermistir. Vergi Mifettisleri Dernedinin 23 Eylil
2026 tarihli ve 2026/2082 sayill kararla ilan edilen bildiriminde ise veri isleyen
sistemlerine yetkisiz erisim sonucu azami 9.462 Uyenin T.C. kimlik numarasi,
dogum tarihi, parola ve iletisim bilgilerinin etkilendigi belirtiimistir. Kimlik
numarasi ile parolanin ayni sistemde tutuldugu Uyelik yapilarinda, veri isleyen
nezdindeki glvenlik zafiyeti Kanun'un 12 nci maddesinin ikinci fikrasi uyarinca veri
sorumlusunun da muistereken sorumlu oldugu bir alana iliskindir. Yazarlarin

DEVINLAW.COM.TR / INSIGHTS
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required by Article 12 of the PDPL had not been taken.

Mass Breach Notifications in Retail and E-Commerce

The most extensive notification is that of Yeni Magazacilik A.S., covering 6,263,305
persons among Eve Kozmetik customers. The notification states that, although
Eve Magazacilk had merged with Yeni Magazacilik, the systems were kept
separate and the breach covered only the name, surname, e-mail and telephone
details of Eve Kozmetik customers. Shaya Magazacilik A.S. reported that the
name, surname, e-mail and address details of 2,298,726 employees and customers
were affected. Samsonite Seyahat Uriinleri disclosed that, in addition to identity
and contact details, “account authentication information (stored password values)
had been leaked. Desa Deri, Bilen Magazalari, Locco Elektronik and numerous
apparel, cosmetics and electronics retailers made notifications arising from the
same source. In the authors' assessment, these notifications call for controllers
that outsource their e-commerce infrastructure to examine how the security, audit
and breach notification clauses of their data processor agreements are performed
in practice.

Notifications by a Controller Established Abroad and a Professional
Association

Canva Pty Ltd reported that, following unauthorised access to a third-party tool,
data associated with 424 organisations in Tirkiye had been affected; the affected
data comprised the business e-mail addresses and telephone numbers of
customer employees together with contracts, invoices and data protection
agreements. The Board resolved to announce the notification by its decision No.
2026/2037 dated 16 September 2026. The notification of the Association of Tax
Inspectors, announced by decision No. 2026/2082 dated 23 September 2026,
states that the Turkish identity numbers, dates of birth, passwords and contact
details of up to 9,462 members were affected following unauthorised access to
data processor systems. In membership structures where the identity number and
the password are held in the same system, a security vulnerability at the processor
concerns an area for which the controller is jointly responsible under Article 12(2) of
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degerlendirmesine goére bu tir yapilarda veri isleyenin givenlik tedbirlerinin veri
sorumlusunca denetlenmesi ayri bir 5nem tasimaktadir.

Fidye Yazihmi Saldirilarinda Celiskili Beyanlar ve Alinmayan
Tedbirler

Bu notta incelenen fidye yazilimi kararlar 2024 tarihli olup Kurumun yayimladig
karar 6zetleri arasinda yer almaktadir. Kurulun 26 Aralik 2024 tarihli ve 2024/2196
saylll kararina konu olayda, plastik ev geregleri Greten bir sirketin sistemleri fidye
yazilmiyla sifrelenmistir. Sirket ilk bildiriminde calisan ve mdusteri verilerinin
etkilendigini bildirmis, sonraki yazlarinda higbir kisisel verinin etkilenmedigini
beyan etmis, sug¢ duyurusu dilekcesinde ise verilerin saldirganlarca ele
gecirildigini kabul etmistir. Kurul bu tg beyani birlikte degerlendirerek celiskiyi
ortaya koymustur. Kurul, "tlizel kisiye ait bir verinin herhangi bir gercek kisiyi
belirlemesi ya da belirlenebilir kiimasi halinde bu verilerin de Kanun kapsaminda
koruma altinda oldugu'nu hatirlatarak, fatura bilgilerinin kisisel veri olmadigi
iddiasinin belge érnedi sunulmadan kabul edilemeyecegini belirtmistir. Glvenlik
acigl testinde bulgu ¢ikmamasina ragmen sisteme girilebilmesi testin
yetersizligine; iki faktorli dogrulamanin ancak ihlalden sonra agilmasi ve dokuz
sirketin birden etkilenmesi ise ag segmentasyonunun yokluguna baglanmistir.
Kurul, veri sorumlusu hakkinda 250.000 TL idari para cezasi uygulanmasina karar

vermistir.

Herkese Acik Klasorler ve Uzak Masaiistii Servisleri

7 Kasim 2024 tarihli ve 2024/1899 sayili kararda, Avrupa'daki grup sirketlerine
kurumsal destek hizmeti veren bir sirketin pazarlama amagli kullanici hesabi kara
listedeki bir IP adresinden ele gegiriimistir. Saldirgan "herkese acik" olarak
ayarlanmis klasdrlere ve FTP sunucusuna erigsmis; yaklasik 70.000 kisinin verisi
etkilenmistir. Kurul, ihlalin baslangi¢ tarihinin dahi belilenememesini ve erisim
gunliklerinin ihlal dncesinde yalnizca doksan giin saklanmasini takip ve kontrol
eksikligi olarak degerlendirmis ve 700.000 TL idari para cezasi uygulanmasina
karar vermistir. Ayni tarihli 2024/1898 sayill karar ise ilag ve saglik Grinleri
alanindaki bir sirkete iliskindir. Bu olayda sunucu fidye yaziimiyla sifrelenmis;
karar G6zetinde ihlalden 520 kisinin etkilendigi belirtilmistir. internete agik
olmamasi gereken uzak masalstu servisi Gzerinden kaba kuvvet ydntemiyle giris
yapilmis olabilecegi ve sunucu log kayitlarinin silindigi dikkate alinarak 350.000 TL
idari para cezasi uygulanmistir. iki kararda da Kisisel Veri Glivenligi Rehberinin
"Kisisel Veri Guvenliginin Takibi" basligindaki log tutma, erisim yetki matrisi ve
guglu parola ilkeleri, yaptinmin somut 6lctd olarak kullaniimistir.

KiSISEL VERILERIN KORUNMASI / DATA PROTECTION - 28.09.2026

the PDPL. In the authors' assessment, the controller's oversight of the processor's
security measures carries particular weight in such structures.

Contradictory Statements and Measures Not Taken in Ransomware
Attacks

The ransomware decisions examined in this note date from 2024 and appear
among the decision summaries published by the Authority. In the incident that was
the subject of the Board's decision No. 2024/2196 dated 26 December 2024, the
systems of a company manufacturing plastic household goods were encrypted by
ransomware. In its initial notification the company stated that employee and
customer data had been affected; in subsequent letters it declared that no
personal data had been affected; and in its criminal complaint it admitted that the
data had been seized by the attackers. Considering these three statements
together, the Board identified the contradiction. Recalling that “where data
belonging to a legal person identifies or renders identifiable any natural person,
such data is likewise protected under the Law”, the Board stated that the claim
that invoice details were not personal data could not be accepted without sample
documents being submitted. The penetration of the system despite a vulnerability
test producing no findings was attributed to the inadequacy of the test; the
enabling of two-factor authentication only after the breach, and the fact that nine
companies were affected at once, were attributed to the absence of network
segmentation. The Board resolved to impose an administrative fine of TRY
250,000 on the data controller.

Publicly Accessible Folders and Remote Desktop Services

In decision No. 2024/1899 dated 7 November 2024, the marketing user account of
a company providing corporate support services to its group companies in Europe
was compromised from a blacklisted IP address. The attacker accessed folders
set to “public” and the FTP server, and the data of approximately 70,000 persons
was affected. The Board treated the inability to determine even the start date of
the breach, and the retention of access logs for only ninety days before the breach,
as a deficiency in monitoring and control, and resolved to impose an administrative
fine of TRY 700,000. Decision No. 2024/1898 of the same date concerns a
company in the pharmaceutical and health products field. In that incident the
server was encrypted by ransomware; the decision summary states that 520
persons were affected. Having regard to the possibility that entry was gained by
brute force through a remote desktop service that should not have been exposed
to the internet, and to the deletion of the server log records, an administrative fine
of TRY 350,000 was imposed. In both decisions, the log-keeping, access
authorisation matrix and strong password principles under the heading “Monitoring
of Personal Data Security” in the Personal Data Security Guide served as the
concrete criteria for the sanction.

DOSYA KARAR ETKILENEN SONUG
FILE DECISION AFFECTED OUTCOME
Yeni Magazacilik (Eve Kozmetik) 2026/2039 - 2026/2081 6.263.305 kisi ilan; veri isleyen kaynakli

Yeni Magazacilik (Eve Kozmetik) 2026/2039 - 2026/2081

2026/2039 - 2026/2081
2026/2038 - 2026/2081

Shaya Magazacilik
Shaya Magazacilik

Canva Pty Ltd 2026/2037
Canva Pty Ltd 2026/2037
Vergi Mifettisleri Dernegi 2026/2082
Association of Tax Inspectors 2026/2082
Plastik ev gerecleri Ureticisi 2024/2196
Plastic household goods manufacturer 2024/2196
Kurumsal destek sirketi 2024/1899
Corporate support company 2024/1899
ilag ve saglik dirtinleri sirketi 2024/1898
Pharmaceutical and health products company 2024/1898

6,263,305 persons

2.298.726 calisan ve misteri
2,298,726 employees and customers

Tlrkiye'de 424 organizasyon
424 organisations in Tlrkiye

Azami 9.462 Uye
Up to 9,462 members

Calisan ve misteri verileri
Employee and customer data

Yaklasik 70.000 kisi
Approximately 70,000 persons

520 kisi
520 persons

Announced; processor-originated

ilan; veri isleyen kaynakli
Announced; processor-originated

ilan; tgtinct taraf arag
Announced; third-party tool

ilan; kimlik no. ve parola
Announced:; identity number and password

250.000 TL; geliskili beyan, segmentasyon yok
TRY 250,000; contradictory statements, no segmentation

700.000 TL; herkese agik klasér, kisa log saklama
TRY 700,000; public folders, short log retention

350.000 TL; uzak masadistd, silinen log
TRY 350,000; remote desktop, deleted logs

VERI ISLEYEN KAYNAKLI IHLAL ILANLARI VE FIDYE YAZILIMI KARARLARI / PROCESSOR-ORIGINATED BREACH ANNOUNCEMENTS AND RANSOMWARE DECISIONS

DEVINLAW.COM.TR / INSIGHTS

KVKK KARARLARI EYLUL 2026 / DATA PROTECTION BOARD DECISIONS SEPTEMBER 2026

BILGI NOTU / LEGAL UPDATE -



Devin

LAW & IP

06

The Authority's Other Announcements

Kurumun 10 Eylll 2026 tarihli Secilmis Glncel Geligmeler bilteninde asagidaki
gelismeler yer almaktadir. 6 Eylll 2026 tarihli Resmi Gazete'de yayimlanan Orta
Vadeli Program (2027-2029), 6698 sayili Kanun'un Avrupa Birligi Genel Veri
Koruma TUzGgu ile uyumlastinimasinin 2027 yilinin  Gglincl  geyreginde
tamamlanmasini éngdrmektedir. Kurum ayrica Kamu Kurum ve Kuruluslan ile
Kamu Kurumu Niteligindeki Meslek Kuruluslan igin Kisisel Verilerin Korunmasi
Kanununa Uyum Rehberini yayimlamistir. 18 Agustos 2026 tarihli Resmi Gazete'de
ise Turkiye Yapay Zeka Eylem Plani(2026-2030) genelgesi yer almistir. Kurul karar
Ozetleri ve ilke kararlari bélimlerinde 10 Agustos 2026 tarihli yayindan bu yana yeni
birigerik bulunmamaktadir.
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The Authority's Selected Recent Developments bulletin of 10 September 2026
records the following developments. The Medium-Term Programme (2027-2029),
published in the Official Gazette of 6 September 2026, envisages that the
alignment of Law No. 6698 with the European Union General Data Protection
Regulation will be completed in the third quarter of 2027. The Authority has also
published the Guide on Compliance with the Personal Data Protection Law for
Public Institutions and Organisations and Professional Organisations with Public
Institution Status. The circular on the Tirkiye Artificial Intelligence Action Plan
(2026-2030) appeared in the Official Gazette of 18 August 2026. In the Board
decision summaries and principle decisions sections, there has been no new
content since the publication of 10 August 2026.

Incelenen rebber ve kararlar birlikte okundu Gunda iki oncelikli wyum adimi one crhkmaktadur:

avukatin isledigi verinin kaynaginin belgelenmesi ve vert isleyen sozlesmelerindeki givenlik ve

bildirim hiikiimlerinin wygulamada izlenmest.

Read rogether, the Guide and the decisions examined point to two priority compliance steps: documenting the

source of the data a lawyer processes, and monitoring in practice the security and notification clawuses of data

processor agreements.

Rehber, avukatlk faaliyetlerindeki veri isleme sireglerini mevcut Kurul
kararlaryla birlikte ele almakta ve avukatin sifatindan yapay zeka araglarinin
kullanimina kadar uzanan konular sistematik bicimde agiklamaktadir. Yazarlarin
degerlendirmesine gore Rehberin uygulama bakimindan 6ne ¢ikan bir sonucu,
sicil kaydindan istisnanin diger yikimldliklerden muafiyet anlamina gelmediginin
aclkca belirtiimesidir. Bu agiklama karsisinda hukuk bdrolannin aydinlatma,
saklama ve imha, basvuru ve ihlal bildirimi sireclerini yazili politikalara baglamasi
onerilmektedir.  Kurula gelen sikayetlerin verinin  kaynagi noktasinda
yogunlasmasil, bu politikalar iginde verinin nereden elde edildigini gésteren bir
kayit diizenine dncelik verilmesini gerektirmektedir. Uretken yapay zeka araclan
icin ise Rehberdeki tedbir listesinin biro ici yazil kurallara dénustirilmesi yeterli
bir baslangig noktasi olarak gérllmektedir.

ihlal ilanlan ve bu notta incelenen 2024 tarihli fidye yaziimi kararlar ise veri isleyen
kaynakl ihlallerde sorumlulugun paylasimini  gostermektedir.  Glvenlik
tedbirlerinden veri sorumlusu ile veri isleyen mistereken sorumlu olmakla
birlikte, bildirim yikimlGligl ve idari para cezasi veri sorumlusu Uzerinde
toplanmaktadir; incelenen kararlarda geliskili beyanlar, sunulmayan envanter ve
belgeler ile bulunmayan log kayitlan cezanin gerekgesi olarak kullaniimistir.
Yazarlarin degerlendirmesine gore bu durum, veri igsleyen s6zlesmelerini ve olay
miidahale planlanni uyum programlarinin 6ncelikli unsurlar arasina tasimaktadir.
Netice itibanyla hukuk birolarinin, Rehberdeki agiklamalan yazli politikalara ve
verinin kaynagini gésteren bir kayit dizenine dénuistirmesi 6nerilmektedir. E-
ticaret ya da Uyelik altyapisini disaridan alan veri sorumlulaninin ise veri isleyen
denetimini, ag segmentasyonunu, log saklama strelerini ve yetmis iki saatlik
bildirim akisini bu notta incelenen kararlar 1siginda gézden gegirmesi yerinde
olacaktir.
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The Guide addresses the data processing operations involved in legal practice
together with the Board's existing decisions and explains systematically matters
ranging from the lawyer's status to the use of Al tools. In the authors' assessment,
one consequence of the Guide that stands out for practice is its express statement
that exemption from registration does not mean exemption from other obligations.
In the light of that statement, law firms are advised to set their privacy notice,
retention and destruction, application and breach notification processes down in
written policies. Since the complaints reaching the Board concentrate on the
source of the data, those policies should give priority to a record-keeping system
that shows where each item of data was obtained. For generative Al tools,
converting the Guide's list of measures into written in-house rules is regarded as a
sufficient starting point.

The breach announcements and the 2024 ransomware decisions examined in this
note show how liability is allocated for breaches at data processors. Although the
controller and the processor are jointly responsible for security measures, the
notification obligation and the administrative fine fall on the controller; in the
decisions examined, contradictory statements, unsubmitted inventories and
documents, and missing log records were the grounds for the fine. In the authors'
assessment, this places data processor agreements and incident response plans
among the priority elements of a compliance programme. In conclusion, law firms
are advised to translate the Guide's explanations into written policies and a record-
keeping system that shows the source of the data. Controllers that outsource their
e-commerce or membership infrastructure would do well to review their processor
audits, network segmentation, log retention periods and seventy-two-hour
notification workflow in the light of the decisions examined in this note.
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ATIF YAPILAN MEVZUAT VE KARARLAR / LEGISLATION AND DECISIONS CITED

6698 sayili Kisisel Verilerin Korunmasi Kanunu m. 4, 6/2(d), 8, 9, 12/1(a), 12/2, 12/5, 18 - 7499 sayili Kanun - 1136 sayili Avukatlik Kanunu m. 2/3, 39 - 6352 sayili Adli Sicil Kanunu m. 7 - 2004 sayili icra ve iflas
Kanunu m. 89 - Kisisel Saglik Verileri Hakkinda Yonetmelik m. 10 - KVKK Yayinlari No. 115 (Uygulama Rehberi) - Kurul kararlari 2018/32, 2019/10, 2019/166, 2019/308 (ilke Karari), 2020/429, 2021/111, 2021/115,
2021/228, 2021/511-612-513, 2021/1111, 2022/655, 2023/78, 2023/437, 2024/1898, 2024/1899, 2024/2196, 2025/2451, 2026/2037, 2026/2039, 2026/2081, 2026/2082 - Danistay 1. D. 2002/26 E., 2002/52 K.

Law No. 6698 on the Protection of Personal Data, Arts. 4, 5/2(d), 8, 9, 12/1(a), 12/2, 12/5, 18 - Law No. 7499 - Attorneyship Law No. 1136, Arts. 2/3, 39 - Criminal Records Law No. 6352, Art. 7 - Enforcement
and Bankruptcy Law No. 2004, Art. 89 - Regulation on Personal Health Data, Art. 10 - PDPA Publication No. 115 (Implementation Guide) - Board decisions 2018/32, 2019/10, 2019/166, 2019/308 (Principle
Decision), 2020/429, 2021/111, 2021/115, 2021/228, 2021/611-512-513, 2021/1111, 2022/655, 2023/78, 2023/437, 2024/1898, 2024/1899, 2024/2196, 2025/2451, 2026/2037, 2026/2039, 2026/2081, 2026/2082 -
Council of State, 1st Chamber, E. 2002/26, K. 2002/52

isbu makale genel bilgilendirme amaciyla hazirlanmis olup hukuki tavsiye niteligi tasimamaktadir. This article has been prepared for general information purposes only and does not constitute legal
Makalede anilan kurul kararlari, rehber ve duyurular yayin tarihi itibariyla ilgili kurumlarin internet advice. The board decisions, guidesand announcementsreferred to are based on sourcespublished on
sitelerinde kamuya acik kaynaklara dayanmaktadir; karar ézetlerinde yer alan tespitler Kurullarin therelevantauthorities' websitesasat the date of publication; findingsrecordedin decisionsummaries
degerlendirmesi olup Devin Law & IPnin griisiinii yansitmaz. isbu yazi avukat ile miivekkil arasinda bir are those of the Boardsand do not reflect the views of Devin Law & IP. Thisarticle doesnot create an
iliski kurmamakta ve glincellenmesi hususunda herhangi bir taahhiitigermemektedir. 28 Eyliil 2026. attorney-client relationshipand containsnoundertakingastoitsupdating. 28 September 2026.
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